Kubepoe3onmacHocTn
KomnbroTepHbie BUPYCHI

KomnpioTepHbIit BUpYyC — 3TO Pa3HOBUIHOCTH KOMITBIOTEPHBIX MPOTpaMM,
OTIUYUTEIBHON OCOOEHHOCTBIO KOTOPOH SIBISIETCS] CIIOCOOHOCTh K Pa3MHOKEHUIO.
B nomonHeHne K 3TOMY, BUPYCHI MOTYT MOBPEAUTH WIH MOJHOCTHIO YHUUTOKHUTH
Bce (haiiyIpl U JaHHBIE, TOJKOHTPOJIBHBIE TIOJIB30BATEIN0, OT UMEHH KOTOPOTo Oblia
3amyIieHa 3apak€HHas MporpaMma, a TakykKe MOBPEAUTh WM JaXKe YHUUITOXKHUTH
OIIEPaLlMOHHYIO CHUCTEMY CO BceMu (paiimamu B nenoM. B GonblImHCTBE ciydaes
pacTpoCTpaHsSIOTCSI BUPYCHI Yepe3 HHTEPHET.

Memooul 3auumel om 6pedOHOCHBIX RPOZPAMM:

. Hcnone3yil COBpeMEHHBIE ONEpPAIMOHHBIE CHUCTEMBI, HMEIOIIHE
CepbE3HBIN YPOBEHD 3aIIUTHI OT BPEAOHOCHBIX MTPOTPAMM;

. [ToctossHHO ycTaHaBnWBail mautu (UU(POBBIC 3aIUIATKH, KOTOPHIC
aBTOMAaTHYECKH YCTAaHABJIMBAIOTCS C IENBIO JOPAaOOTKH TPOTPaAaMMBI) U JIPyTHE
OOHOBIIEHUSI CBOEH omepaloHHOW cucteMbl. CKkauyuBallT WX TOJNBKO C
opunmansHOoro  caiita  paspaborunka OC. Ecimm  cymectByeT — pexum
aBTOMAaTHYECKOT0 OOHOBJICHHS, BKIIFOUH €T0;

. PaboTtaii Ha cBOEM KOMIBbIOTEpE MO IpaBaMHU IMOJB30BATENs, a HeE
aZIMUHUCTpPAaTOpa. OTO HE MO3BOJHUT OOJBIIMHCTBY BPEIOHOCHBIX MPOTPAMM
MHCTAJJTMPOBATHCS HA TBOEM MEPCOHATLHOM KOMITBIOTEPE;

. Hcnones3yii aHTUBUPYCHBIC TPOTPAMMHBIE TPOIYKTHl H3BECTHBIX
IIPOU3BOUTENIEH, C aBTOMAaTHYECKUM OOHOBJICHHEM 0a3;

. Orpanndb (GU3AYECKUN IOCTYN K KOMITBIOTEPY JUIS MOCTOPOHHHX
L

. Hcnonws3yii BHENTHWE HOCHUTENM WHGOpPMAILMK, Takue Kak QJemnika,

TUCK WK daiiil U3 UHTEPHETA, TOJIBKO U3 MPO(dEePEHHBIX UCTOUYHUKOB,

. He otkpeiBaii kommbioTepHbIe (aiiibl, MOTyYEHHBIE U3 HEHAAEKHBIX
UcTOYHUKOB. Jlaxke Te ailybl, KOTOpBIE MPHUCTAN TBOW 3HAKOMBIN. Jlydie yrounu
y HET0, OTIIPaBJISUI JIU OH TeOe UX.

Cern WI-FI

Wi-Fi - 510 He BHI nIepeaaun JaHHBIX, HE TEXHOJOTHS, a BCEro JIMIIb OPEeH/I,
mapka. Eme B 1991 romgy HuaepnaHickas KOMITaHHS 3apeTrUCTpHpoOBaia OpeH.
«WECA», uto o6o3nauano crnoBocouetanne «Wireless Fidelity», xoTopsrii
MEePEBOJUTCA KaK «OecrpoBOAHAS TOYHOCTHY. Jl0 HalIero BpeMeHH J0ILIa Apyras
ab0OpeBuatypa, KOTOpas SIBISIETCS TaKOW K€ TeXHoJorumeud. 1o abOpeBuaTypa
«Wi-Fi». Takoe Ha3BaHue ObUIO JAHO C HAMEKOM Ha CTaHJAPT BBICIIMI 3BYKOBOM
texuuku Hi-Fi, 4to B  mepeBojge  03HAYaeT  «BBICOKAs  TOYHOCTDHY.
Jla, OecmiaTHbI WHTEPHET-IOCTYN B Kade, OTeNIX M a’ponoprax SBISETCS



OTJINYHOM BO3MOKHOCTBIO BBIXOJIa B MHTEpHET. HOo MHOrMe sKCHepThl CUUTAIOT,
yto obmeaoctynubie Wi-Fi ceTu He sBIsAIOTCS 0€30MacHbIMHU.

Cosemut no dezonacnocmu pavome 6 oouwedocmynuvix cemsx Wi-fi:

. He nmepenapaii cBoro JNMUHYI0 HH(POpPMAIMIO Yepe3 OOIIeI0CTYITHbIE
Wi-Fi cetu. Pabotas B HUX, jKeJaTeIbHO HE BBOAMTH MApOJIM JOCTYIIA, JOTHHBI
KaKue-TO HOMEpa;

. Hcnonb3yilt © OOHOBIIAM aHTUBHPYCHBIE MPOrpaMMbl U OpaHaMayep.
Tem cambIM ThI 00€30macHIIb ce0s OT 3aKaYKU BUPYCa Ha TBOE YCTPOUCTRO;

. [Tpu ucnons3oBanun Wi-Fi otkmtoun ¢ynkuuio «OOmuUi q0CcTym K
daiinam u mpuHTepam». JlaHHas (QYHKIUS 3aKpbiTa MO YMOJYAHHIO, OJIHAKO
HEKOTOPBIC TOJIb30BATENIU aKTUBUPYIOT €€ ISl y100CTBa UCIIOIB30BaHUs B paboTe
win yueoe;

. He ucnone3yii nybnuunsii WI-FI nis mepenaun JUYHBIX JaHHBIX,
HaIpuMep ISl BBIXOJa B COIMATIbHBIC CETU WU B DJICKTPOHHYIO TOUTY;

. Nnonp3yii Tonbko 3amniuineHHoe coeauHenue uvepe3 HTTPS, a He
HTTP, 1.e. npu HaGope BeO-aapeca BBOAU UMEHHO «https://»;

. B MmoOunbHOM Tenedone otkimoun GyHkimio «[loakmouenue k Wi-Fi
aBTroMartuueckm». He momyckalli aBTOMAaTH4ECKOTO MOAKIIOUEHUS YCTpOWCTBA K
cetsim Wi-Fi 6e3 TBoero cornacusi.

CounanbHble ceTH

ConuanbHble CETH aKTUBHO BXOJST B HAIly >KM3Hb, MHOTHE JIFOJIU pabOTaIOT
U )KUBYT TaM TIOCTOSIHHO, a B Facebook yxe 3apeructpupoBan MuuiMap; 4eioBexk,
YTO ABJISETCS OJHOM CEIBMOM BCEX JKUTEIEN IUIaHeThl. MHOTME IT0JIBL30BaTEIN HE
NOHUMAIOT, YTO HH(OpMAaIUs, pa3MeIlleHHas UMHU B COLMAJIBHBIX CETAX, MOXKET
ObITh HalJIeHA W WUCIOJb30BaHa KEM YTrOJHO, B TOM YHCJIE HE 0053aTEeNbHO C
OJlaruMu HaMepEHUSMHU.

Ocnoenvle cogemuvl no 6€30NACHOCMU 8 COYUAILHBIX CEMAX:

. Orpanudb CHHUCOK JApy3e. Y TeOs B JPy3bsIX HE JOJDKHO OBITh
CIy4alHBIX U HE3HAKOMBIX JIIOJIEH;

. 3amumail CBOI0 YacTHYIO H3Hb. He ykaspiBail mapoiu, TenedoHBI,
aapeca, JaTy TBOETO0 POXIEGHUA W JPYryl0 JIHYHYIO HHPOPMAIHIO.
310yMBITINICHHUKH MOTYT MCTIOJIB30BaTh Jake MH(OPMAIHIO O TOM, KaK Thl M TBOH
POAUTEINHN IUIAHUPYETE MPOBECTU KAHUKYJIbL;

. 3amuinail cBOI penyTanuio - JIEpKU €€ B YUCTOTE U 3ajaBail cebe
BOIIPOC: XOTeJI ObI ThI, YTOOBI APYTUe MOJIb30BATEIN BUIEIH, YTO Thl 3arpy>Kaeiib?
[Togymaii, mpesx/ie 4eM 4TO-TO OMYyOJIMKOBATh, HATUCATh U 3arPy3UTh;

. Ecnu Thl TOBOpHUIIL C JIIOABMU, KOTOPBIX HE 3HACIIb, HE UCMIOJB3YyH
CBOE peajbHOE UMS U APYTYI0 JUYHYIO HHPOpMAIUMU: UMS, MECTO YKUTEIhCTBA,
MecCTO yueObl U ITpoUee;



. N36erait pasmenienus gororpaduii B IuTepHere, rae Tl U300paxkeH
Ha MECTHOCTH, 110 KOTOPOM MOKHO OIIPEAEIUTH TBOE MECTOIOI0KEHUE;

. [Ipu peructpauyu B COLMAIBHON CETH HEOOXOJUMO HCHOJIb30BAThH
CJIOXHBIE TAPOJIH, COCTOSIIINE U3 OYKB U LIU(P U C KOJUYECTBOM 3HAKOB HE MEHEE
8;

. JUist coumanbHOM CeTH, TOYThl M JPYTHX CalTOB HEOOXOIUMO
MCIIOJIb30BaTh pa3Hble napoyuu. Toraa ecnu Tedsi B3IOMAIOT, TO 3J0YMBIIIEHHUKH
MOJIy4aT JOCTYI TOJIBKO K OJTHOMY MECTY, & HE BO BCE CpPa3y.

JJIeKTPOHHbIE ICHbIH

DONEeKTpOHHbIE JEHBI'M — ATO OYEHb YNOOHBIM croco0 miaTexeil, 0JJHaKO
CYIIECTBYIOT  MOIICHHUKH, KOTOpPbIE  XOTSAT  TMOJYYUTh OTU  JICHBIU.

DNEKTPOHHBIE IEHBI'U MOSABUIIMCH COBCEM HEIABHO U UMEHHO M3-3a 3TOTO BO
MHOTHX FOCyAapcTBaX JO CHUX IMOp HE MPOIMHUCAHO MPO HUX B 3akoHax. B Poccuu
e OHU (PYHKIIMOHHUPYIOT M O HUX YK€ MIPOTHUCAHO B 3aKOHE, TJ/Ie UX Pa3eisaioT Ha
HECKOJIbKO BHJOB — AaHOHMMHBIE M HE AaHOHUMHBIE. Pa3Huila B TOM, YTO
aHOHMMHBIE - 3TO T€, B KOTOPBIX pa3pellaeTcs MNPOBOAUTH oOlepanuu 0e3
UJCHTU(DHUKAIIMY TI0JIK30BATEIISA, @ B HCAHOHUMHBIX UJCHTU(PUKAIINY TT0TH30BaTEIs
aBigeTcs o0s3aTenbHol. Takke clielyeT pas3iuyarh JIIEKTPOHHBIE (UaTHBIE
JEHBI'H (PaBHBI TOCYIAPCTBEHHBIM BaJIIOTaM) U AJIEKTPOHHBIE He(UATHBIE IEHBIU
(He paBHBI TOCY/IapPCTBEHHBIM BaJIOTaM).

Ocnoenvle cogemul no 6€30nacHoil padome ¢ IJ1eKMPOHHBIMU OCHbZAMU:

. [IpuBsku Kk cyeTy MOOWIBHBIA TenedoH. DTO caMblil yHOOHBIA U
OBICTPBIN CITOCOO BOCCTAaHOBUTH JOCTYN K cuery. llpuBs3anHbiii TenedoH
IIOMOJKET, ecJii 3a0yAellb CBOM IUIATE)KHBIM TapoJib WIIM 3aiJielllb Ha CalT ¢
HE3HAKOMOT'O YCTPOMCTBA;

. Hcnone3yit ogHopaszoBbie maposu. [lociie mepexona Ha YCHICHHYIO
aBTopu3aiuio Tebe yke He OylIeT yrpoXaTh OMAacCHOCTh KpaXXW WIIM TIepexBaTta
IJIATEAKHOTO MapoJis;

. Bri6epu cioxublil mapoins. [Ipectymankam Oyner He MPOCTO yrajaaTh
CJIOKHBIM Maposb. HajgexHele mapoiii — 3TO MapoJik, KOTOPHIE COAEPKAT HE
MeHee 8 3HAKOB W BKIIOYAIOT B C€0S CTPOUYHBIC W MPOIMHUCHBIE OYKBBI, UPPHI U
HECKOJIbKO CUMBOJIOB, TAKME KaK 3HaK Jojuiapa, (yHTa, BOCKIUMIATEIbHBIA 3HAK U
T.11. Hanpumep, $tROng!;;

. He BBOAM CBOM NMUYHBIE TaHHBIE HA CaliTaX, KOTOPHIM HE JOBEPSIECIIb.

DJIeKTPOHHAS MOYTA

DJIEKTPOHHAS MM0YTAa — 3TO TEXHOJIOTHS U MPEIOCTABISEMBIE €0 YCIYTH 1O
MEPEChUIKE U MOTYUYECHUIO JIEKTPOHHBIX COOOIEHHM, KOTOPbIE paclpeaeisitoTCs B
KOMIIbIOTepHOU ceTH. OOBIYHO DJJICKTPOHHBIM TMOYTOBBINM SIIUK BBITJISIAT



cleyronmM o0pa3oM: UMs_TOJIb30BaTeNsI(@uUMsl_ToMeHa. Taxxke KpoMme nepegadu
MIPOCTOT0 TEKCTA, UMEETCSI BOBMOXKHOCTbh Mepe1aBaTh (hailsbl.

Ochoenbie coeempul no 6e3onachoil padome ¢ INEKMPOHHOU NOUMOIL:

. Hano BbIOpaTh mpaBUiIbHBIM MOYTOBBIM cepBUC. B HHTEepHETE ecTh
OTPOMHBIN BBIOOP OECIIaTHBIX MOYTOBBIX CEPBUCOB, OAHAKO JIYUILIEe JOBEPSITH TEM,
KOI'0 3Haellb U KTO IIEPBBIA B PEUTHUHIE;

. He yxkaspiBail B nuuHOM moute JuyHyro uHbopmanuio. Hampumep,
Jy4uie BeIOpaTh «MY3bIKaJIbHBINA (haHaT@» uin «pok2013» BMecTo «remal3y;

. Hcnonp3yil IByXdTAaHYHO aBTOpU3ALMIO. JTO KOrJa MOMUMO Mapois
HY>KHO BBOAUTH KO/, IPUChUIaEMBbIi M0 SMS;

. Bri6epu cnoxHbIN mapoiib. [ Kaka0oro mo4roBOro SUKa J0HKEH
OBITH CBOI Ha/IEKHBIM, YCTOMYMBBINA K B3JIOMY MApOJIib;

. Ecnn ectp BO3MOXKHOCTH HamucaTb CaMOMY CBOM JIMYHBIM BOIIPOC,
UCIIOJIBb3YH 3TY BO3MOXKHOCTb;

. Hcnonb3yli HECKOJIBKO IOYTOBBIX SAIIMKOB. IlepBbIii sl 4yacTHOU
NEPENUCKH C aJipecaTaMH, KOTOPbIM Thl IOBEPSIElIb. JTO 3JIEKTPOHHBIN a/Ipec HE
HAJI0 MCIIOJIb30BaTh MPH PErucTpaluu Ha opyMax u catax;

. He oTkpsiBaii (haiiinpl u qpyrue BIOKEHHUS B MUChMaXxX Jake €CJIM OHU
NPUIILUIA OT TBOWMX Jpy3eil. Jlydrie yrouHu y HUX, OTHPABISIIN JIK OHU TeOe ITH
(aisr;

. [Tocne okoH4aHHs PabOTHI Ha TIOYTOBOM CEpPBHCE TEpe]] 3aKPBITHEM

BKJIQJIKU C CATOM HE 3a0y/lb HA)KaTh Ha « BBIMTHY.
Ku6epOyJiiMHI WK BUPTYaJibHOE U31€BaTeIbCTBO

KubepOymmHr —  mpecienoBaHue  COOOIICHHMSIMH,  COJEpKAITUMU
OoCcKopOJIeHMS, arpeccHio, 3aIyTUBaHUE; XYJUTaHCTBO; COLIMAJIbHOE
OOWKOTHPOBAHHUE C TIOMOIIBIO PA3TUYHBIX HHTEPHET-CEPBUCOB.

OcHogHble coeembl no 60pbde ¢ KubdepoyITuH2OM:

. He Opocatics B 06oit. Jlyummii croco06: mocoBeToBaThCsA Kak ceOs
BECTU U, €CIIM HET TOro, K KOMY MOKHO OOpaTHUTBCS, TO BHa4ajle YCIOKOUTHCS.
Ecnu T HauHen b OTBEYAaTh OCKOPOJICHUSMU HA OCKOPOJICHHS, TO TOJIBKO EIIle
OO0JBIIIe Pa30XKEITh KOH(IIUKT;

. VYmpasisiii cBoelt kubeppemnyTaimei;

. AHOHUMHOCTH B ceTH MHUMas1. CylecTBYIOT ClIOCOObBI BBISICHUTD, KTO
CTOUT 32 aHOHUMHBIM aKKayHTOM,;

. He crout Bectn Xynuranckuit oopa3 BUpTyadbHOM Ku3HU. IHTEpHET
duKcupyeT Bce TBOU JCUCTBUSI M COXpaHseT HUX. YAAIUTh UX OyIer KpaiiHe
3aTPYJHUTEIBHO;

. Co0mrofaii cBOM BUPTYaJIbHYIO YECTh CMOJIONY;



. Urnopupyii eauHu4YHbId HeraTuB. OAHOpPA30BbIE OCKOPOMTENbHBIE
cooOleHust Jydiie wurHopupoBaTb. OOBIYHO arpeccust NpeKpamjaercs Ha
Ha4daJbHOMW CTAJIUM;

. ban arpeccopa. B nporpammax o6mMeHa MTHOBEHHBIMHU COOOIIEHUSIMH,
B COIIMAJIBHBIX CETSIX €CTh BO3MOXKHOCTHh OJIOKMPOBKH OTIPABKU COOOIICHUHN C
OTIPEICTICHHBIX aJPECOB,;

. Ecnu 1hl cBuzaerenp kuOepOysuimHra. TBOM JEUCTBUS: BBICTYIUTH
MPOTUB TIPECJIeIOBaTElNsd, I[I0Ka3aThb €My, YTO €ro JCHCTBUS OLIEHUBAIOTCS
HEraTUBHO, TOJJIEPkKAaTh KEPTBY, KOTOPOW HY)KHA ICHXOJOTHYECKash TMOMOIIlb,
COOOIIUTH B3POCIIBIM O (haKTE arpeCCUBHOIO MOBEJICHUS B CETH.

MooniabHbIi Tes1edoH

CoBpemeHnHbIe cMapThOHBI U TUTAHIIETHI COJIEPKAT B ce0€ BMOJIHE B3POCIIBIA
GyHKIMOHANI, W TEeNmeph OHM MOTYT KOHKYPUPOBATh CO CTallMOHAPHBIMH
KoMIibloTepaMu. OHAKO, CPEACTB 3aITUTHI JIJI TTOJOOHBIX YCTPOUCTB MOKA OYEHb
Majo. TecTupoBaHME U TIOUCK YA3BHUMOCTEH B HHUX TMPOUCXOJUT HE TaK
uHTeHCUBHO, Kak 1ys [IK, To ke camoe kacaeTrcs U MOOWJIBHBIX TPHUIOKCHHM.
CoBpeMeHHBIE MOOWJIBHBIE Opay3epbl yKe MPaKTHYECKU JOTHAIW HACTOJbHBIC
aHaJoTHu, OJHAKO pacmupeHue (QyHKIMOHANa BjIeYeT 3a coOoi OOJBIIYIO
CJIO0XKHOCTh M MEHBIIYIO 3allMIIEHHOCTh. Jlalieko He Bce MPOU3BOAUTENU
BBIITYCKAIOT OOHOBJICHHUS, 3aKPBIBAIOIINE KPUTHYECKUE YSI3BUMOCTH JJII CBOUX
YCTPOWCTB.

OcHogHble cosembl 01 0e30naACHOCHU MOOUIbHO20 meepona:

. Huuero He siBseTcs mo-HacTosmeMy OecriaTHeIM. bynib ocTopoxkeH,
BeJlb Korja TeOe mpejjaratoT 6ecIulaTHbId KOHTEHT, B HEM MOTYT OBITh CKPBITHI
KaKHUe-TO IUIATHBIE YCIIYTH;

. Hymaii, npexxne yeM oTrnpaButh SMS, ¢oto unu Bumgeo. Thl TOYHO
3HaCIllb, T/I€ OHU OYJyT B KOHEYHOM UTOTE?

. Heo6xonnmo 0OHOBIIATH OMIEPAIIMOHHYIO CUCTEMY TBOETO cMapT(oOHa;

. Hcnonb3yit aHTUBUPYCHBIE POTPAMMBI JJISI MOOMITBHBIX TEIE(POHOB;

. He 3arpyxail npuioxeHuss OT HEM3BECTHOTO MCTOYHHMKA, BEIb OHU

MOTYT COAEPKaTh BPEAOHOCHOE MTPOTPaMMHOE 00€CIICUCHHE;

. [locie Toro kak ThI BBIMACHIb C CalTa, TJA€ BBOJWI JIMYHYIO
uH(pOpMaIHIo, 32l B HACTPOUKHU Opay3epa u yaanu cookies;

. [Tepuonnyecku mMpoBepsii Kakue TUIaTHBIE YCJIYTH aKTHBUPOBAHBI Ha
TBOEM HOMEPE;

. JlaBaif cBoif HOMEep MOOMIJIBHOTO Tejae(OHa TOJbKO JIOISM, KOTOPBIX
THI 3HACIIb U KOMY JIOBEPSICIIIb;

. Bluetooth momkeH ObITH BBIKIIOYEH, KOTJA Thl UM HE IOJIb3YyCIIbCA.
He 3a0b1Bait uHOT1a TPOBEPSATH 3TO.



Online urpsl

CoBpeMeHHBIE  OHJIAMH-UTPBI — 3TO  KPAacO4YHbIC, 3aXBaTHIBAIOLIUE
pa3BiieyeHUs, OOBEAUHSIIONIME COTHU THICSY 4YEJIOBEK MO BceMy Mupy. Urpoku
UCCJEAYIOT JTaHHBIH UM MHp, OOIIAIOTCS APYTr C JPYIOM, BBIMOJHSIOT 3aJaHus,
CpakarOTCd C MOHCTpaMU M TOJIy4arOT OIBIT. 3a YIOBOJIBCTBUE OHU ILJIATAT:
MOKYNAlOT JUCK, OIUIAYMBAIOT A0OHEMEHT WM MPUOOPETAIOT KaKUe-TO OILHH.
Bce aTu cpenctBa mayT Ha MOAJEPKAHWE U PAa3BUTHUE WUIPhI, & TAKXKE HA caMy
0€30MacHOCTb: COBEPIIEHCTBYIOTCSI CUCTEMbI aBTOPU3alLIUU, BBIMTYCKAIOTCS HOBBIE
naTyu (LUQpoBbIe 3aMIaTKU IJIsl IPOrpamMM ), 3aKpbIBAIOTCS YSI3BUMOCTH CEPBEPOB.
B 1o00HBIX WMrpax CTOMT OMacaThCs HE CTOJIBKO CBOUX CONEPHUKOB, CKOJIBKO
Kpa)kll TBOETO TMapoJisi, HA KOTOPOM OCHOBaHa CUCTEMa aBTOPHU3aLMU OOJIbIINHCTBA

urp.

Ocnognvle cogemul no 06€30NACHOCIMU ME0e20 UZP0B020 AKKAYHMA:

. Ecnu npyroit wurpok Bemer ce0s IUIOXO WM CO3/laeT Tebe
HENPUSITHOCTH, 3a0JIOKUPYH €ro B CIIUCKE UTPOKOB;

. [Toxanyiics agMHHUCTPATOpPAM WIPbl HA IUIOXOE ITOBEIECHHUE 3ITOTO
UTPOKA, JKEJIaTEeJIbHO MPUJIOKUTH KaKUe-TO J0KA3aTelIbCTBA B BUJIE CKPUHOB;

. He ykasbiBaii muunyio uagpopmalmio B mpodaiie urpsl;

. YBaxkail Ipyrux y4aCTHUKOB 10 UTPE;

. He ycranaBnuBait HeouIMaibHbIEe TATYH U MO/IBI;

. Hcnonp3yii cokKHbIE U pa3HbIE TApOJIH;

. Jlaxxe BO BpeMsi UIpbl HE CTOUT OTKJIKOYaTh aHTUBUpYC. [loka TbI

UTpaeIilb, TBOM KOMIIBIOTEP MOTYT 3apa3uTh.
@OUIIMHT WM KPaKa JUIHBIX JaHHBIX

OOBIYHOM KpaXked JICHET M JIOKYMEHTOB CETOJHS YK€ HUKOrO He YIUBHIIIb,
HO C pa3BUTHEM HMHTEPHET-TEXHOJOTHI 3JIOYMBIIIJICHHUKH TIEPEMECTHIIUCh B
UHTEPHET, ¥ TMPOOJIKAIOT 3aHUMATHCA «JTIOOMMBIMY J1eTIoM. Tak mosiBHjach HOBas
yrpo3a: UHTEPHET-MOIIEHHUYECTBA WU (DUIIIUHT, TJIABHAS 1I€JIb KOTOPOTO COCTOUT
B TMOJYyYEeHUU KOH(PUICHIMAIBHBIX JaHHBIX IOJIb30BATEIe — JIOTUHOB W
naponei. Ha anrnuiickom si3pike phishing unraercs kak ¢ummar (ot fishing —
pBIOHas TOBIIS, password — mapodn).

OcHogHble cosembl no 60pvoe ¢ huwmunzom:

. Cnenm 3a CBOMM akKayHTOM. EcCIM ThI TMOJ03peBaciib, YTO TBOS
aHkera OblIa B3JIOMaHa, TO HEOOXOAMMO 3a0JIOKHPOBATH €€ M COOOIIUTH
aIMUHUCTPATOPaM pecypca 00 3TOM KaK MOKHO CKOpee;

. Ucnonp3yii Oe3omacHble BeO-CaiiThl, B TOM 4YHCJE, HHTEpPHET-
Mara3uHOB U TTIOMCKOBBIX CHCTEM;



. Hcnonb3yil cioxHble U pa3Hble napoiu. Takum oOpa3om, eciau Teds
B3JIOMAIOT, TO 3JIOYMBIIUICHHUKH TIOJYyYaT JOCTYH TOJIBKO K OJHOMY TBOEMY
npo U0 B CETH, a HE KO BCEM;

. Ecnu TebGs B3nmomanu, TO HEOOXOAMMO MPEAYNPEIUTbh BCEX CBOUX
3HAKOMBIX, KOTOpbIE J00aBICHBI Y T€Os B APY3bsiX, O TOM, YTO Te€Os B3JIOMaJu H,
BO3MOYHO, OT TBOETO UMEHH OYJIET PacChIIaThCS CIIaM U CCBUIKH Ha (DUIIIMHTOBBIC

CaWTBhI;
. YcranoBu HaaexHbI maposb (PIN) Ha MoOuIbHBIN TenedoH;
. OTkiroun coxpaHeHue naposis B Opaysepe;
. He oTkpeiBaii aitnbl U Apyrue BIOKEHUS] B TUCbMAaX Jaxke €CJIM OHU

OPUIUIA OT TBOUX Jpy3ei. Jlydlie yTouHH y HUX, OTIPABISIN JIU OHH TeOe ITH
(aiiibr;
IHu¢posas penyranus

[udposas penyranus - 3TO HETaTHBHAs WIM NMO3WTHUBHAs WHGOpMAIUs B
cetu o Tebe. Kommpomerupyromas wHboOpManus pa3MellieHHas B HWHTEPHETE
MOKET Cepbe3HbIM 00pa3oM OTpa3uThbCA Ha TBOEW peanbHOU xu3HU. «Lludposas
peryTaius» - 3T0 TBOM UMHJIK, KOTOPbIH hopmupyeTcs u3 uHdpopmanuu o Tede B
uHTepHeTe. TBOe MECTO JKHUTENbCTBA, Yy4ueObl, TBOE€ (UHAHCOBOE IIOJIOKEHHE,
O0COOEHHOCTH XapaKTepa U paccKas3bl O OJIM3KUX — BCE 3TO HAKAILJIMBAETCS B CETH.
MHorue TOAPOCTKH JIETKOMBICIIEHHO OTHOCSTCS K NYyOJIMKalUU JTHYHON
uHpopmanu B VIHTepHETe, HE MOHUMAs BO3MOXKHBIX MOCHeACTBUM. Thl naxke HE
CMOJKEIIb JA0TafaThCcsi O TOM, 4TO doTorpadus, pa3MelieHHas 5 JIeT Ha3all, cTaia
MPUYMHON OTKa3a MPUHATH T€Os Ha paboTy.

KommenTtapuu, pazmemnienrne TBoux ororpaduii 1 Apyrue ACHCTBUS MOTYT
HE MCYE3HYTh Ja)X€ IOCJIE€ TOro, Kak Thl MX YyAalullb. Tbl HE 3HAENIb, KTO
COXpaHWI 3Ty HWHPOPMAIMIO, TMOMajga JU OHA B IIOMCKOBBIE CHCTEMBI H
COXpaHWIACh JU OHA, a TJIABHOE: YTO MOAYyMAalOT O TeOe OKpY’Karolee JIO/H,
KOTOpbIe HAWAYyT W YBUAAT 3T0. HaliTu mH(OpMaIMio MHOTO JIET CITYCTSI CMOXKET
0001 — Kak U3 JOOPHIX MOOYKICHUM, TaK M C HAMEPEHUEM MTPUUUHUTH Bpel. ITO
MOXET OBITh KTO YTOIHO.

OcHogHble coéembl no 3augume YUPpPosoil penymayuu

. [Togymaii, mpexae 4yeM 4To-TO MyOJIMKOBAaTh U NEpeAaBaTh y ceds B
0JI0T€ UK B COIMAIIBHOM CETH;

. B Hactpoiikax npoduiisi yCTaHOBH OIpaHUYEHUSI HA IPOCMOTP TBOETO
PO U €0 COICPKUMOTO, ClIeTail €ro TOIbKO «IIIS IPY3CH»;

. He pa3smemiait u He yka3piBail MHQOpPMAIUIO, KOTOpPAss MOXKET KOTO-
100 OCKOPOJISATH HIIH OOMKaTh.



ABTOpCKOE NIPaBo

CoBpeMeHHbIE JIOAW AKTUBHBIE IMOJIB30BATEIN HU(POBOTO MPOCTPAHCTBA.
OpHako Janeko He BCE 3HAIOT, YTO IMOJIb30BAHHE MHOTUMHU BO3MOKHOCTSIMH
uuppoBoro Mupa TpeOyeT CcoOJMIOJEHUA TMpaB Ha  UHTEUIEKTYaJbHYIO
COOCTBEHHOCTb.

TepMuH «UHTEIIEKTyajdbHas COOCTBEHHOCTH» OTHOCHUTCS K pPa3iHYHBIM
TBOPEHUSIM UEJIOBEYECKOTO yMa, HauWHAas C HOBBIX H300pETEHWA W 3HAKOB,
0003HAYAIOIINX COOCTBEHHOCTh HA MPOAYKTHI U YCIYTH , U 3aKaHUMBas KHUTaMH,
dororpadusimu,  KHHOPUIBMaMH M MY3BIKAIBHBIMH  TPOU3BEICHUSMHU.

ABTOpCKHE TIpaBa — 9TO MpaBa Ha WHTEIJICKTYaJlbHYH) COOCTBEHHOCTH Ha
NPOM3BEJICHNS HAYKH, JTUTEPATYPhl M UCKYyCCTBAa. ABTOPCKHE TMpaBa BBHICTYMAIOT B
Ka4ecTBe TapaHTHUH TOTO, YTO HWHTEIUICKTYATbHBIN/TBOPUYECKUN TPyI aBTOpa HE
OyZer HampacHbIM, JacT €My CIpaBeIJIUBBIE BO3MOXHOCTH 3apaboTaTh Ha
pe3ynabTaTax CBOErO TpyHa, MOJYYHTh H3BECTHOCTh W Tpu3HaHHWe. Hukro 0e3
paspemieHusi aBTOpa HE MOXXET BOCIPOU3BOJIUTH €ro  IMPOU3BE/ICHUE,
pacmipocTpaHsITh, MYyOJUYHO JIEMOHCTPUPOBATH, TIPOJaBaTh, WMIIOPTUPOBATH,
IyCKaTh B MPOKAT, ITyOJMYHO HCIIOJHATH, MOKA3bIBATH/UCTIONHATh B dPUPE HIN
pa3meniats B IHTepHeTE.

Hcnonp30BaHuEe  «IUPATCKOTO» HPOrPAaMMHOIO  OOECIEYEHHS MOXKET
IOPUBECTH K MHOTMM pHCKaM: OT IOTE€pPH JaHHBIX K TBOMM aKKayHTaMm [0
OJIOKUPOBKM TBOETO YCTPOWCTBA, IJIE YCTAHOBJICHHBIA HE JIeTallbHAasl Mporpamma.
He crout Taxke 3a0biBaTh, 4YTO CYIIECTBYET JerajibHble U OecIUIaTHbIE
IpOTrpaMMbl, KOTOPbIE MOKHO HalTH B CETH.



